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ERECUTIVE SUMMARY

The State Energy Assurance Guidelines were developed by the National Association

of State Energy Officials (NASEO) with the assistance of the National Association of
Regulatory Utility Commissioners (NARUC) under the direction of the U.S. Department
of Energy’s Office of Electricity Delivery and Energy
Reliability (OE). The guidelines integrate the lessons
learned from responding to energy emergencies in
recent years and from the dialogue that has occurred at
conferences, exercises and meetings on energy assurance.
They encompass many topics that states may wish to
consider incorporating into their plans. Foremost among
these is how energy assurance can improve: planning
and responding quickly and effectively to energy
emergencies, enhancing the resiliency of our response
capability, reductions in the risk and vulnerability of
critical energy infrastructure, and investments in the
resiliency of the energy infrastructure.

OE is a key player at the federal level in mitigating

energy emergencies, defining the components of

critical energy infrastructure, and taking a lead in

the protection of our nation’s energy assets. OE also

recognizes the major role states play in protecting energy

assets within and beyond their borders, as well as the states’ central role in responding to
energy shortages, disruptions, and emergencies. As a result OE has facilitated state energy

'“Eﬁorts emergency planning by providing guidance on state energy emergency preparedness plans

and sponsoring energy emergency training. These guidelines are a component of this

ongoing support.

to protect

critical energy There are several key components discussed in these guidelines that enhance the resiliency
of our response capability, and which are prerequisites to effective planning. These include
infrastructure the following and are discussed in further detail in Appendix A.

1. Make sure you and your staff are prepared and trained to meet the needs of policy

and build its makers.

2. Know your state’s energy profile and interdependencies.
reSilience is 3. Know the geography and demographics of your energy infrastructure.
4. Know your key government and industry contacts.
the goal of 5. Maintain a good working relationship with the private and public sector contacts.
6. Be prepared to work with the media.
the national 7. Know the legal authorities that support your response.
8. Understand how you can effectively respond (increasing supply, reducing demand
Infrastructure and other actions).
9. Maintain an alternative budget for emergencies.
Protect"]n Plan_ . Keep your energy assurance plan up to date.
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The guidelines comprise the states’ overall role in energy assurance, including organizing and building response
mechanisms; coordination with stakeholders; operating within the federal emergency support function structure; planning
response strategies; profiling energy use and vulnerability; and identifying fuel-related response measures. Extensive
appendices further detail several topics and include relevant federal statutes, energy supply monitoring, and other useful
information for state energy emergency assurance planning.

It is also important to stress that states need to work
closely in planning and coordinating energy assurance
efforts with the energy industries and other units of
government in their state and region. It is the energy
industry that will first respond to a disruption in their
supply. If they can manage the disruption, and reduce
the consequences, then actions by the states and locals
may not be as critical. However, in a major disaster,
when the disruption threatens the public health safety
or welfare, or when the energy industry turns to a state
or local government for assistance, that is when these
energy assurance plans are intended to be used. In
addition, efforts to protect critical energy infrastructure
and build its resilience is the goal of the National
Infrastructure Protection Plan. This plan is clearly
defined as a public and private sector partnership,
recognizing that these goals can only be achieved by
working together.

These guidelines are intended to serve as a yardstick to which states’ plans can be compared and improved. Each state
possesses a unique set of energy infrastructure, energy usage patterns and the energy supply network designed to service
these needs. These guidelines offer direction, but cannot substitute for necessary planning and the effort required to
assemble state-specific authorities organizational structures, strategic needs, and plan for events and contingencies that will
minimize consequences that may adversely affect the public’s welfare and safety.
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I. INTRODUCTION

During any given year, states and territories face a variety of energy supply
disruptions. Where these disruptions are limited in scope, and addressed
quickly by energy providers, they are barely newsworthy. If, however, these
disruptions extend over wide areas and last more than several hours they

may become “energy emergencies” requiring the intervention of government
emergency responders. Disruptions can result from many factors, including:
spikes in demand during peak energy use; unanticipated power plant or refinery
shutdowns; transmission system congestion; and natural disasters.

This document has two purposes. First, it provides state energy and emergency
officials with a standard set of guidelines for understanding and reviewing how
their jurisdictions respond to energy outages. With this knowledge, officials
will be able to review and improve the components of their energy emergency
response plans. These guidelines are a compilation of information from many

state energy and emergency officials who have experienced and responded to
energy emergencies. In brief, the guidelines:

+ List state actions that will ease the impacts of short-term energy disruptions;

* Recommend long-term strategies and options for dealing with sustained disruptions or outages;

* Define critical infrastructure protection and set context for energy assurance;

* Describe coordination of state organizational relationships and responsibilities;

+ Identify information that states need to know about specific fuels as well as pertinent government and industry
contacts;

+ Identify steps that state and territory officials can take to work with industry to minimize and resolve the impacts of
an energy supply disruption; and

+ Describe public information and crisis communication plans.

One of the primary challenges in energy emergency preparedness is to meet the needs and concerns of all affected parties
in both the public and private sectors, while the objectives and policies being considered are assessed in light of their
mutual impacts. These guidelines are intended to assist planners with identifying the key elements needed to craft a
workable preparedness plan while avoiding potential conflicts among stakeholders. Additionally, these guidelines should
assist officials with establishing priorities for various services and functions and helping to mitigate the impact of any
energy shortage on society.

The second purpose of this document is to address the protection of critical energy infrastructure and the means by

which its resilience can be enhanced. Critical Infrastructure Protection (CIP) is the shared responsibility of the private
sector, local and state governments, and the federal government. The Homeland Security Act of 2002, and the subsequent
Presidential strategies on CIP, defined what must be done to protect the nation’s infrastructure. These efforts are now
detailed in the National Infrastructure Protection Plan updated in 2009 and the Energy Sector Specific Plan issued in 2007.

“Critical” infrastructure is infrastructure that, if disrupted, would significantly impact public health and safety, the
economy, and/or national security. Any prolonged interruption of the supply of basic energy - whether it is electricity,
natural gas, or petroleum products - would do considerable harm to the United States economy and the American people.
No single government agency, industry group, or company can secure the energy infrastructure. Collaboration at all levels
is essential for securing an interdependent infrastructure that is owned, operated, hosted, and regulated by many entities,
all of which have limited resources and expertise for infrastructure protection. Voluntary partnerships help leverage
resources, facilitate the useful exchange of security-related information, and maximize the effectiveness of infrastructure
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protection efforts. The U.S. Department of Energy (DOE) is working to coordinate CIP efforts in the energy sector and
with private, federal, state, and local partners.

CIP includes proactive measures for protecting physical and cyber systems so vital to the operations of the United States
that their incapacity or destruction will seriously weaken national security, economic stability, or public safety. CIP
methods and resources deter or prevent attacks against critical infrastructures by people (e.g., terrorists, other criminals,
hackers, etc.), by nature (e.g., hurricanes, tornadoes, earthquakes, floods, etc.), and by hazardous material accidents
involving nuclear, biological, or chemical substances. The U.S. is in the process of identifying and prioritizing the most
critical assets in each sector of the economy and developing sustainable programs to protect these assets. 2

Figure 1 summarizes the relationship between energy emergency preparedness and responses while protecting critical
energy infrastructure and enhancing resiliency. The former is reactive, the latter is prospective. One cannot protect
everything from every hazard or threat, so good response plans are needed that can effectively and quickly move to
recovery and, by so doing, reduce the consequences of the event. This is the very definition of “resilience”, which is
an ability to recover from or adjust easily to misfortune or change. In addition, as the lessons are learned from prior
emergencies and disasters, actions can be taken in the short- and long-term to mitigate these risks. In some cases the risk
could be entirely mitigated and in most cases the risk will be reduced. In Figure 1, security generally refers to the threat
component and in this example shows threats related to deliberate actions by those that intend to do harm. It also equally
applies to other threats. There are four specific groups of threats:

* Deliberate attacks caused by people (e.g., terrorists, criminals, hackers delinquents, employees);

* Natural attacks caused by nature (e.g., hurricanes, tornadoes, floods, wildfires, earthquakes):

+ Accidental attacks caused by technological failure (e.g., pipeline rupture, levee breaches, chemical spills, power

outages, nuclear or biological contamination); and
« Systemic threats caused by the physical inability of energy delivery systems to meet demand.

FIGURE 1

Emergency Preparedness and Response

Planning
Training/Exercises
Coordination

Assessment
Scope and Duration

Reliability Mitigation Security
* Redundancy Risk & Vulnerability « Physical
* No choke points Assessment * Insider
* Diversity * Cyber

Protecting Critical Infrastructure
and Enhancing Resiliency

! See: http://www.dhs.gov/xprevprot/programs/editorial_0827.shtm

2 NARUC Committee on Critical Infrastructure Technical Briefs. Paper I: Issue Paper on Critical Infrastructure Protection. April 2005. The federal and state roles in critical
infrastructure protection are introduced and explored, with a special focus on the role of the state agencies and public utility commissions.
http://www.naruc.org/Publications/CIP_Issues_1.pdf
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A. ORGANIZATION OF THE GUIDELINES

In recognition of assurance planning as a dynamic process, this document outlines and details information for assessing,
updating, and revising all current state and territory energy emergency plans. These guidelines tie concerns for the
protection of critical infrastructure and concepts of energy assurance with the traditional energy emergency response
planning undertaken by state energy offices, energy restoration responsibilities supported by public utility commissions,
and state and local emergency plans developed by emergency and homeland security agencies.’

This document is designed to guide the user through the logical steps suggested for reviewing the effectiveness of a state
plan. Thus, it does not necessarily outline how a particular state plan should be written. The intent of the guidelines is
to provide states with strategies for addressing such items as: how to identify an energy emergency, what questions to ask,
what resources to access, a general order of response, and other useful outlining and ordering issues pertaining to plan
development.

Organizational information is followed by several sections
that discuss suggested plan elements such as a vulnerability
assessment, energy profile, response measures, public
information, and energy supply monitoring. Appendices with
additional detail follow the main text of the guidelines.

The major sections of this document include:

I. Introduction
II. Energy Assurance Considerations
III. Organizational Relationships and Responsibilities
IV. Principal Strategies for Managing Energy Shortages
V. Response Measures
VI. Public Information
VII. Conclusion
VIII. Appendices

B. THE NATURE OF ENERGY
ASSURANCE PLANNING

The concept of energy assurance has evolved significantly since the early 1970s. During the era of embargoes, federal and
state energy emergency planners focused on petroleum shortages. Electricity and natural gas contingencies have addressed
shortage and the response planning process, typically as part of the regulation of electric and gas utilities. Some states also
considered integrating energy efficiency/assurance options into their plans. Since the September 11, 2001 attack on the
nation, the Northeast Blackout of 2003, the devastation caused by Hurricanes Katrina and Rita in 2005, and the petroleum
supply disruptions caused by the Hurricanes Gustav and Ike in 2008 in the Southeastern states, federal, state and local
governments have placed greater emphasis on assurance and included within it the need to address the protection of
energy infrastructure.

Any energy emergency planning effort should be based on good data acquisition and information management. However,
the response to an energy shortage—no matter how it is caused—is as much an art as it is a science. Hence, the nature of
energy emergency preparedness is seen as good data management and response planning as well as the identification of
multiple stakeholders, their interests, and the definition of how their energy interests affect energy emergency planning.

*NARUC Committee on Critical Infrastructure Technical Briefs. Paper 6: Critical Infrastructure Information Sharing Rules: Model Protocols for States. April 2005. The
paper discusses both federal and state actions to date regarding the sharing of critical infrastructure information and provides a framework for future cooperation and
efforts to harmonize information sharing among state commissions, the FERC and the Department of Homeland Security.
http://www.naruc.org/Publications/CIP_CEIIProtocolPaper_6.pdf
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Energy planning is resource intensive. Costs will constrain continuous changes in any
plan. Nevertheless, regular review should be undertaken to accommodate basic changes
such as turnover in emergency response personnel. In general, plans should be updated
about every five years to make certain that active stakeholders and changes in market
forces are identified. Plans should also be updated in whole or in part as energy markets
change, and simultaneously, emergency responders should train regularly in order to
keep their knowledge fresh and their contacts “warm.”

Getting Started—There are a series of critical first steps to beginning
energy assurance planning that should be considered by a state at the onset of
the planning process. These steps can be almost as important as the plan itself.

An energy assurance planning effort—whether to write a new plan or update an
existing plan—must first begin by forming a “planning team.” The team should
include all of the key individuals and agencies that have responsibilities for select
elements of the entire effort. As a first step this team should be identified, and
each of the individual members must have the time available to commit to the
effort. A coordinator should then be identified with the primary responsibility
of ensuring that tasks are completed and that the effort is moving forward in
accordance with an agreed to schedule. In addition to the core team, outside
support may also be needed if the available state resources are not sufficient to undertake
the scope of work required.

..the response A state may have one plan or several plans that encompass one or more elements of
energy assurance. For example, some states have an energy emergency plan in addition to
to an energg the state’s overall emergency or disaster plan that would also address energy emergencies.
The energy emergency plan may provide for a greater level of detail than may be found
in the emergency or disaster plan, yet both may need to be updated. In addition to these
plans, there may be energy specific plans dealing individually with electricity, natural
gas, petroleum, or other energy resources. Other contingencies, such as pandemic
response, may be considered as part of a state’s overall pandemic plan and also as part

. - of Continuity of Operations Plans (COOP). It is critical for states to account for COOP
IS caused_ IS as and Continuity of Government (COG) plans as listed under the Federal Preparedness
Circular (FPC) 65. Plans for addressing critical energy infrastructure may be part of the
mucn an art as state homeland security strategy or part of a specific state infrastructure protection plan.
o . Regardless of the specific state plan, the state must clearly define the planning effort

it is a science. recognizing that different plans, which are interdependent, need to be addressed through
the process.

shortage—no
matter how it

Any energy assurance planning effort should also involve the public and private
stakeholders that will be affected or required to take action under the plans. They should
be included in the initial process and in the review and refinement phase of the plan
development. Planning coordination should also ideally extend to localities within the
states and the multi-state region that rely on an integrated energy supply and distribution
network.

Lastly, all plans will require training on their implementation and exercises to assess how
well they work. Future efforts to update the plans should be considered as part of the
planning cycle.
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For more information about this critical planning process

phase, please see, Developing and Maintaining State, Territorial,
Tribal, and Local Government Emergency Plans (March 2009)
developed by the Department of Homeland Security, FEMA.

The document promotes a common understanding of the
fundamentals of planning and decision making to help emergency
planners examine a hazard and produce integrated, coordinated,
and synchronized plans. It provides emergency and homeland
security managers and other emergency services personnel with
FEMA’s recommendations on how to address the entire planning
process — from forming a planning team, through writing and
maintaining the plan, to executing the plan. It also encourages
emergency and homeland security managers to follow a process that addresses all of the hazards and threats that might
impact their jurisdiction through a suite of operations plans (OPLANs) connected to a single, integrated concept plan
(CONPLAN). You can find the document at http://www.fema.gov/pdf/about/divisions/npd/cpg_101_layout.pdf.

WHAT IS RESILIENCE?

The Merriam-Webster Online Dictionary: http://www.m-w.com/dictionary defines “resilience” as: an ability to recover from or
adjust easily to misfortune or change.

In the context of Energy Assurance Planning resilience can be achieved through various strategies. These can be divided into
two groups of actions. The first is emergency response. How can one create effective responses that minimize consequences
and provide a rapid recovery and a return to normal conditions? Energy assurance encompasses preparedness activities that
enhance the ability to more quickly return to normal following an energy disruption. These efforts are focused on responses
after a disruptive event. The second group are actions taken before a disruption that prevent them from occurring (reduce

threats) and defend against those disruptions (reduce vulnerabilities). Disruptions are those that result from all hazards whether
they are deliberate attacks, technological failures or natural disasters.

The first group is addressed through energy emergency preparedness (planning, training and exercises) and the integration of
those efforts with other disaster response plans at the local, state and federal levels. The second group is pursued through the
efforts undertaken in the mid to long-term as part of the National Infrastructure Protection Plan (NIPP) and the Energy Sector
Specific Plan (SSP) and other interdependent SSPs. The NIPP uses the word resilience 27 times in describing the objectives and
various initiatives contained in the plan.

Resilience can have four infrastructural qualities:
— Robustness - the inherent strength or resistance in a system to withstand external demands without degradation or loss of
functionality
— Redundancy - system properties that allow for alternate options, choices, and substitutions under stress
— Resourcefulness - the capacity to mobilize needed resources and services in emergencies

— Rapidity - the speed with which disruption can be overcome and safety, services, and financial stability restored

For more information see:
+ Homeland Security Advisory Council, Report of the Critical Infrastructure Task Force January 2006, which can be found at:
http://www.dhs.gov/xlibrary/assets/HSAC_CITF_Report_v2.pdf
+ Critical Infrastructure, Interdependencies, and Resilience, T.D. O’Rourke.
The Bridge, Volume 37, No. 1 spring 2007. National Academy
http://www.nae.edu/cms/Publications/TheBridge/Archives/7404.aspx
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I1. ENERGY ASSURANCE CONSIDERATIONS

This section addresses issues that impact how states conduct energy assurance planning. In particular, this section
addresses including critical infrastructure protection in emergency planning and how this, and energy alternatives,
contribute to energy assurance. Because this section examines factors that logically precede a disruption, the information
may or may not be included in an energy emergency response plan.

Depending on the individual needs of each state, some will choose to include this information in their energy emergency
plans while others may prefer to place it within a statewide energy plan or as part of the state’s homeland security strategy.
In any case, an understanding of infrastructure and assurance will help in updating an emergency plan.

A. DEFINING CRITICAL INFRASTRUCTURE AND ENERGY EMERGENCY PREPAREDNESS

DOE’s Office of Electricity Delivery and Energy Reliability leads the

federal government’s effort to ensure a robust, secure, and reliable energy
infrastructure in the contemporary energy environment. This includes
malevolent threats and increasing complexity due to interdependencies. As the
sector specific agency for energy, as defined by the Department of Homeland
Security National Infrastructure Protection Plan, OE worked closely with DHS
and dozens of government and industry security partners to create an Energy
Sector Specific Plan.

The Energy Sector Specific Plan (SSP) is intended to help DOE in the
prioritization of its protection and preparedness initiatives and in investments
within and across sectors and ultimately to ensure that government resources
are applied where they offer the most benefit for mitigating risk. This

can be done by lowering vulnerabilities, deterring threats, minimizing the
consequences of attacks and other incidences, and enhancing recovery. The
SSP combined with the National Response Framework, which is described in
more detail below, aided the development of these guidelines for states as well
as provided the essential groundwork for collaboration among federal, state and
local partners.

DOE has reached out to the states and territories through state government

associations. The National Association of State Energy Officials represents state

energy offices that are required by law to develop state energy emergency plans.

State energy offices are often at the center of efforts to mitigate the impact

of energy shortages. The National Association of State Regulatory Utility

Commissions represents public utility commissions, and in 2005 undertook
two major surveys of state utility agencies to inventory their energy assurance planning and related efforts.* The National
Governors Association (NGA) and the National Conference of State Legislatures also developed policies related to energy
assurance and guidance. Attachment D of the 2009 Sector Critical Infrastructure and Key Resources (CIKR) Protection
Annual Report for the Energy Sector outlines the specific initiatives that NASEO, NARUC, NGA and the National
Conference of State Legislatures (NCSL) embarked on to achieve the goals and objectives of the Energy SSP.

*NARUC Committee on Critical Infrastructure Technical Briefs. Paper 3: Primer on Energy Assurance for Public Utility Commissions. April 2005. The paper addresses
energy assurance planning, including critical infrastructure protection and energy mitigation.
http://www.naruc.org/Publications/CIP_EnergyAssurancePrimer_3.pdf
In September 2008, DHS published A Guide to Critical Infrastructure and Key Resources Protection at the State, Regional, Local, Tribal, and Territorial Level. This docu-
ment contains a great deal of useful information and can be found online at:
http://www.naseo.org/eaguidelines/documents/Guide_to_CI_and_Key_Resources_Protection_at_the_State,R,L,T&T_Level_September_2008.pdf
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To help states meet the objectives of the Energy SSP, NARUC encourages public utility commissions to “assure that their
regulated industries take appropriate, cost-effective measures to improve” critical infrastructure. The box below includes a
list of insights endorsed by NARUC.

SIX INSIGHTS ENDORSED BY NARUC

+ Consider cost recovery and prudence of investment;

+ Examine exceptions from Freedom of Information Act provisions for proprietary utility security information;
* Include rapid sharing of information and clear communication channels during threats and for warnings;

+ Continue to coordinate with other state agencies in maintaining current emergency planning;

« Pay attention to interdependencies as they relate to protecting critical infrastructure and vital assets; and

« Consider regional coordination and the impact of the interstate location of critical facilities.

While DOE continues its work with energy stakeholders these guidelines provide some insight into critical infrastructure
and how infrastructure relates to state energy emergency preparedness planning. Ultimately, protection of critical
infrastructure will help to mitigate the effects of an emergency.

B. COMPONENTS OF CRITICAL INFRASTRUCTURE PROTECTION

As described above, both DHS and DOE have worked together to develop a collection of key resources to aid in protecting
critical infrastructure and preparing, preventing and responding to energy emergencies. As part of the NIPP, the National
Response Framework (NRF) was developed as a guide to conducting all-hazards response. There are many elements of the
NIPP, the Energy SSP, and the NRF that will be incorporated throughout these guidelines to aid states in developing the
most effective and thorough energy emergency plans and risk mitigation strategies. All states are encouraged to review the
available resources along with these guidelines as they develop and refine their energy emergency plans.

The cornerstone of the NIPP is the Risk Management Framework, as depicted below. The framework establishes the
processes for combining consequence, vulnerability, and threat information to produce a comprehensive and systematic
assessment of risks to assets, systems, networks, and functions of potential interest. The Risk Management Framework has
six main steps: 1) set goals and objectives; 2) identify assets, systems, and networks; 3) assess risk based on consequences,
vulnerability and threats; 4) establish priorities based on risk results; 5) develop and implement protective programs

and resiliency strategies; and 6) measure effectiveness. This framework results in the identification and development of
prioritized protective measures and resiliency strategies, and helps enhance critical infrastructure protection and resiliency
through continuous improvements over time.

FIGURE 2

Risk Management Framework
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Developing State Energy Assurance Plans entails developing both a state energy emergency plan, (i.e. responding to an
event) and a plan that addresses how a state is implementing the risk management framework of the NIPP, (i.e. preventing
or reducing the risk of an event). Since one cannot protect or eliminate the risk of all hazards, good emergency plans

are needed to ensure an effective and rapid response that reduces the negative outcomes of any given event. Some of the
common components also overlap with energy emergency planning. These components include:

1. Critical (physical) Assets
Threat Environment

Policies, Procedures and Plans
Physical and Cyber Security
Operations Security

AR

Information System Network Architecture and

Penetration Testing

Consequence Analysis

Risk Characterization

9. Defining State & Territory, Regional, Local, and Tribal
Roles and Responsibilities

10. Protection of Sensitive Information

11. The Role of Energy Efficiency and Renewable Energy

Resources in Energy Assurance Planning

1. Critical (physical) Assets

The primary assets ordinarily identified for energy preparedness include energy generation and delivery
infrastructure. Some examples of these include:

+ Electric generation, transmission and local distribution facilities;

* Natural gas wells, collection systems, gas processing plants, inter- and intra-state pipelines and storage; and

* Petroleum production, refining, inter- and intra-state pipelines plus over-the-road delivery systems and storage.

Ordinarily, state governments do not own or control physical energy assets. However, in a few states municipal
governments own and operate utilities and, in some cases, states own or exercise authority over energy production
facilities. Opinions vary about what level of detail government needs to know with regard to physical assets, however,
from an emergency planning perspective, knowledge of major assets, location, and impact on the delivery of energy
helps preparedness and a state’s ability to respond.

2. Threat Environment

Threat has many meanings in preparedness. While following September 11th much of the focus was on the threat
of terrorism, the national strategy for the physical protection of critical infrastructure takes an all hazards approach.
Understanding these threats is a part of a sound vulnerability analysis and helps guide both emergency response plans
and critical infrastructure risk mitigation efforts. Knowing what may cause a disruption can increase defensive steps
to enhance assurance as well as create a more efficient response. Categories of attacks or threats to consider in an all-
hazards approach include:

* Deliberate attacks caused by people (e.g. terrorists, criminals, hackers, employees);

* Natural attacks caused by nature (e.g., hurricanes, tornadoes, floods, wildfires, earthquakes);

* Accidental attacks caused by technological failure (e.g., pipeline rupture, levee breaches, chemical spills, nuclear

or biological contamination); and

« Systemic threats caused by the physical inability of energy delivery systems to meet demand.
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3. Policies, Procedures and Plans

Refining policies as well as understanding and practicing procedures are all
traditional components of comprehensive energy preparedness planning. All
viable energy emergency plans should be updated regularly to ensure that current
policies are included and that all responders are acquainted with how response and
mitigation systems are designed to work. To properly measure
progress, metric goals and objectives are necessary components
as well.

4. Physical and Cyber Security

Lack of sound physical and cyber security creates increased
vulnerability. Energy providers are primarily responsible for
their own security; however, government can help by working
with energy industries to understand the extent of need, the
constraints to improvement, and the costs of developing
adequate security. Government can then have an effect on viable
policies and rules for support. Some examples are:

+ Government has existing natural gas pipeline safety rules.
Continuing to work with the industry to assure that these
rules are followed increases energy assurance.

+ Government has extensive rules pertaining to the reliable
delivery of electricity. Energy emergency planning can
include general descriptions of existing physical security
measures as well as illustrative descriptions of the steps
energy companies take to restore power or supply. This
information will help planners respond to a disruption efficiently and assist

officials with their explanation to the public. The four main

* The infrastructure of the petroleum markets is often understood in general
terms only. However, the more a state knows about the location of pipelines, areas Of Cyber
storage, loading terminals, preferred highway delivery routes, and the nature and
location of retail outlets, the more it can do to assist in a shortage. Knowledge Ulllllerﬂbllitu are
of regional refining facilities and competing finished product markets are
other pieces of the physical structure with potential security issues affecting people’ policu’
vulnerability.
The four main areas of cyber vulnerability are people, policy, procedure and prOCEdure and
platforms. Most security threats will originate from one of these areas. Threats
from people involve social engineering, phishing schemes, and insider threats. platforms_

Some examples of insufficient policies include: an inadequate security policy, an
inadequate privacy policy, unnecessary system access, inadequate continuity of
operations or disaster recovery plan, lax or nonexistent policies for replacing/
updating network and local equipment, and an inadequate security oversight

by management. A breakdown in procedures sometimes entails inadequate risk
assessment process, inadequate risk management process, and inadequate incident
response process. However, procedures breakdowns can also involve failures in
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sharing or communicating emerging threats and means to address emerging and
existing threats. Platform issues include exploits of configuration, hardware, and
software/firmware vulnerabilities, whether from current arrangements or upgrades.
Sometimes the attacks are multipronged, exploiting multiple seemingly unrelated
vulnerabilities. These are all vulnerabilities that contribute to the overall level of
security threats.

5. Operations Security

Widespread

State program developers are unlikely to need extensive knowledge of energy company
operations security. However, it is useful to know that this security is in place and

energy OUtages"' that energy companies train personnel in its implementation. Regarding operational
. . security, the role of government is to ask questions and insist upon site-specific
Clearl!l hlghllght security measures. Public Utility Commissions (PUC) may include operational
security requirements in a Certificate of Convenience and Necessity, or other similar
the “eetl to rules, for energy entities regulated by the state. PUC Staff needs to be up-to-date on
cyber security requirements, potential threats, and understand the National Strategy
consider the for Critical Infrastructure. In some states this effort may be limited to issues that arise
only in cases before the Commission that involve meeting cyber standards, issue of
consequences of prudency and cost recovery. In other states this may be addressed more informally
as general oversight by Commission Staff and may be a part of the state’s homeland
not onlg energy security strategy. PUC Staff should be involved in plans for changes to operations

security and should have a role in examining the need for and likely results of any
proposed changes.

disruptions, but

Industry can assist state emergency responders by explaining their operations security
also actions process and practices. This will help public officials plan and respond accordingly
during a shortage.

taken to

6. Information System Network Architecture and Penetration Testing

aueUI ate them. The realization that delicate and expensive critical infrastructure computerized
support systems are vulnerable, clearly focuses the need to ensure that cyber security
concerns are an integral part of the planning process. Fortunately, many utilities,
petroleum production companies and local delivery companies use proprietary
software or systems that are less vulnerable than off-the-shelf software. Several of the
nation’s major software companies have acknowledged this risk and have cautiously
suggested that the U.S. Department of Homeland Security “should examine whether
tailored government action is necessary.®”

States may wish to have their own information technology specialists work with the
energy industry and the federal government to improve such systems to increase
energy assurance. Due to the sensitivity of such detailed information it may not be
prudent to include such information in an emergency plan; however, policy makers
and planners will benefit by having up-to-date knowledge of information networks
and their operating characteristics (architecture). In addition, PUCs may wish to
consider rules for improved information system architecture and adequate penetration
testing.

© Associated Press in The Baltimore Sun, Thursday, April 1, 2004, p. 2D.

14
STATE ENERGY ASSURANCE GUIDELINES




7.

Consequence Analysis

Consequence analysis means understanding the effects of an energy
disruption. Some consequences are impacts on related energy
systems while others are societal impacts such as people displaced
from their homes, costs to state and local government, and loss of
business income.

Widespread energy outages, such as the power failure in the
Midwest and Northeast in August 2003, and the petroleum shortage
that impacted southeast states following Gustav and Ike in the fall
of 2008, clearly highlight the need to consider the consequences
of not only energy disruptions, but also actions taken to alleviate
them. It is suggested that up-to-date state plans contain sufficient
information about current energy infrastructure and operations
to help predict possible shortage impacts. This should be part

of a thorough vulnerability assessment. Beyond this, planners
may wish to assess the operational characteristics of downstream
critical infrastructure and account for these when responding to
an emergency. It is strongly recommended that this be undertaken
in close coordination with large power and energy providers whose
emergency response actions can lead to devastating downstream
system failure. Some potential downstream effects might be:

« Failure of petroleum supply infrastructure to function when
electric power is interrupted;

« Failure of water supply and purification systems to operate
when power is lost;

* Loss of power to buildings, critical air handling, or
environmental equipment;

+ Qutages at refineries and gas processing plants due to electric outages or curtailments in natural gas supply;
* Secondary utility system time-to-failure when back-up storage is exhausted; and

+ Failure of information system networks.

The response to downstream impacts may be to alter operational and emergency procedures, provide alerts and
warnings where none have been given in the past, or seek to assure that automatic alternatives and backup are
understood and acquired.

Risk Characterization

Up-to-date energy emergency plans often contain a vulnerability analysis associating state energy infrastructure with
demographics. Risk is also associated with operating any type of energy power system or energy delivery system,

and better understanding of this will allow planners to pre-determine the magnitude of possible damage for any
given geographical area of impact. Planners should also take into consideration the manner in which the affected
demographics will respond to an emergency and the risks associated with those responses.

Most states already prioritize energy user risk through utility outage and restoration rules or through a critical user list
contained in a state petroleum set-aside. It is suggested that planners re-examine existing priorities, make them current,
and update them periodically. Adequate planning may also determine which prioritized energy end-users can best
protect themselves with backup supply or access to energy alternatives.
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9. Defining State & Territory, Regional, Local, and Tribal Roles and Responsibilities

In order to effectively mitigate risk, the NIPP sets out a number of responsibilities for state, local, tribal, and territorial
governments and regional organizations. These are summarized below. Collectively, these efforts create a protective
envelope for our Nation’s Critical Infrastructure and Key Resources (CIKR). These non-federal efforts are the most
visible and tangible to many of the owners and operators—as well as to the public in general. Further increasing
partnerships among these organizational levels is crucial towards achieving the highest level of preparedness and risk
mitigation.

State (and territorial) governments—should establish CIKR partnerships; facilitate coordinated information

sharing, and enable planning and preparedness for CIKR protection within their jurisdictions. They serve as crucial
coordination hubs, bringing together prevention, protection,
response, and recovery authorities, capacities; and resources
among local jurisdictions, across sectors, and between regional
entities. States and territories also act as conduits for requests for
federal assistance when the threat or incident situation exceeds the
capabilities of public and private sector CIKR partners at lower
jurisdictional levels. States receive CIKR information from the
federal government to support national and state CIKR protection
and resiliency programs.

State and territorial governments should develop and implement
state- or territory-wide CIKR protection programs that reflect the
full range of NIPP-related activities. State/territorial programs
should address all relevant aspects of CIKR protection, leverage
support from homeland security assistance programs that apply
across the homeland security mission area, and reflect

priority activities in their strategies to ensure that resources are effectively allocated. Effective statewide and regional
CIKR protection efforts should be integrated into the over-arching homeland security program framework at the state
or territory level to ensure that prevention, protection, response, and recovery efforts are synchronized and mutually
supportive. CIKR protection at the state/territory level cuts across all sectors present within the state/territory and
should support national, state, and local priorities. The program should also explicitly address unique geographical
issues, including trans-border concerns, as well as interdependencies among sectors and jurisdictions within those
geographical boundaries.

Specific CIKR protection-related activities at the state/territorial level include:

+ Acting as a focal point for and promoting the coordination of protective and emergency response activities,
preparedness programs, and resource support among local jurisdictions and regional partners;

* Developing a consistent approach to CIKR identification, risk determination, mitigation planning, and prioritized
security investment, and exercising preparedness among all relevant stakeholders within their jurisdictions;

« Identifying, implementing, and monitoring a risk management plan and taking corrective actions as appropriate;

« Participating in significant national, regional, and local awareness programs to encourage appropriate management
and security of cyber systems;

+ Acting as conduits for requests for federal assistance when the threat of current situation exceeds the capabilities of
state and local jurisdictions and private entities resident within them;

This section was abstracted verbatim from “A Guide to Critical Infrastructure and Key Resources Protection at the State, Regional, Local, Tribal, and
Territorial Level” September 2008, U.S. Department of Homeland Security.
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+ Facilitating the exchange of security information, including threat assessments and other analysis, attack indications
and warning, and advisories, within and across jurisdictions and sectors therein;

Participating in and coordinating with the existing NIPP sector partnership model, including Government
Coordinating Councils (GCCs) like the state, local, tribal, and territorial GCC; Sector Coordinating Councils
(SCCs); and other CIKR governance efforts and SSP planning efforts relevant to the given jurisdiction to include
the state’s or jurisdiction’s customized version of a sector partnership model, such as combined GCCs/SCCs which
demand less support [Note: it is not necessary to create parallel councils at the state level, although this may be
desired in some states or regions];

Ensuring that funding priorities are addressed and that resources are allocated efficiently and effectively to achieve
the CIKR protection mission in accordance
with relevant plans and strategies;

+ Sharing information on CIKR deemed critical
from national, state, regional, local, tribal, and/
or territorial perspectives to enable prioritized
protection and restoration of critical public
services, facilities, utilities, and processes
within the jurisdiction;

+ Addressing unique geographical issues,
including trans-border concerns,
dependencies, and interdependencies among
the sectors within the jurisdiction;

+ Identifying and implementing plans and
processes for increases in protective measures
that align to all-hazards warnings, specific threat vectors as appropriate, and each level of the Homeland Security
Advisory System (HSAS);

+ Documenting lessons learned from pre-disaster mitigation efforts, exercises, and actual incidents, and apply that
learning, where applicable, to CIKR protection;

+ Providing response and protection where there are gaps and local entities lack resources to address these gaps;
+ Identifying and communicating state and territorial needs or requirements for CIKR-related R&D to DHS; and

* Providing information, as part of the grants process and/or homeland security strategy updates, regarding state
priorities, requirements, and CIKR-related funding projections.

Regional CIKR partnerships—include a variety of public-private sector initiatives that cross jurisdictional and/or
sector boundaries and focus on homeland security preparedness, protection, response, and recovery within or serving
the population of a defined geographical area. Specific regional initiatives range in scope from organizations that
include multiple jurisdictions and industry partners within a single state to groups that involve jurisdictions and
enterprises in more than one state and across international borders. In many cases, state governments also collaborate
through adoption of interstate compacts to formalize regionally based partnerships regarding CIKR protection.

CIKR partners leading or participating in regional initiatives are encouraged to capitalize on the larger area- and sector-

specific expertise and relationships to:

+ Promote collaboration among CIKR partners in implementing NIPP-related CIKR risk assessment and protection
activities;

« Facilitate education and awareness of CIKR protection efforts occurring within their geographical areas;

+ Coordinate regional exercise and training programs, including a focus on CIKR protection collaboration across
jurisdictional and sector boundaries;
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Most disruptions
or malevolent
acts that impact
CIKR begin and
end as local
situations.

* Support threat-initiated and ongoing operation-based activities to enhance protection
and preparedness, as well as to support mitigation, response, and recovery;

+ Work with state, local, tribal, territorial, and international
governments and the private sector, as appropriate, to evaluate
regional and cross-sector CIKR interdependencies, including
cyber considerations;

+ Conduct appropriate regional planning efforts and undertake
appropriate partnership agreements to enable regional CIKR
protection activities and enhanced response to emergencies;

« Facilitate information sharing and data collection between and
among regional initiative members and external partners;

+ Share information on progress and CIKR protection requirements
with DHS, the SSAs, the states, and other CIKR partners, as
appropriate; and

+ Participate in the NIPP sector partnership model, as appropriate.

Local governments represent the front lines for homeland security and, more specifically,
for CIKR protection and implementation of the NIPP risk management framework

and sector partnership model. They provide critical public services and functions

in conjunction with private sector owners and operators. In some sectors, local
government entities own and operate CIKR such as water, storm water, and gas and
electric utilities. Most disruptions or malevolent acts that impact CIKR begin and end
as local situations. Local authorities typically shoulder the weight of initial prevention,
response, and recovery operations until coordinated support from other sources becomes
available, regardless of who owns or operates the affected asset, system, or network.
Local governments drive emergency preparedness, lead and support NIPP and SSP
implementation activities, and encourage the participation of local CIKR partners;
including government agencies, owners and operators, and private citizens in the
communities they serve.

CIKR protection focus at the local level includes, but is not limited to:

+ Acting as a focal point for and promoting the coordination of protective and
emergency response activities, preparedness programs, and resource support among
local agencies, businesses, and citizens;

+ Developing a consistent approach at the local level to CIKR identification, risk
determination, mitigation planning, and prioritized security investment, and
exercising preparedness among all relevant CIKR partners within the jurisdiction;

+ Identifying, implementing, and monitoring a risk management plan, and taking
corrective actions as appropriate;

+ Participating in significant national, regional, and local awareness programs to
encourage appropriate management and security of cyber systems;

* Facilitating the exchange of security information, including threat assessments,
attack indications and warnings, and advisories, among CIKR partners within the
jurisdiction;

« Participating in the NIPP sector partnership model, including GCCs, SCCs, State

Local, Tribal and Territorial Government Coordinating Council (SLTTGCC)
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10.

and other CIKR governance efforts and SSP planning efforts relevant to the given jurisdiction, through direct
participation, coordination, or establishment of local coordinating councils as appropriate;

+ Ensuring that funding priorities are addressed and that resources are allocated efficiently and effectively to
achieve the CIKR protection mission in accordance with those plans and strategies in effect at the national, state,
and local levels;

+ Sharing information with CIKR partners, as appropriate through Homeland Security Information Network
(HSIN) and other channels, on CIKR deemed critical from the local perspective to enable prioritized protection
and restoration of critical public services, facilities, utilities, and processes within the jurisdiction;

+ Addressing unique geographical issues, including trans-border concerns, dependencies, and interdependencies
among agencies and enterprises within the jurisdiction;

+ Identifying and implementing plans and processes for step-ups in protective measures that align to all-hazard
warnings, specific threat vectors as appropriate, and each level of the HSAS;

+ Integrating CIKR protection into existing plans, such as hazard mitigation plans, emergency operations plans,
and contingency plans;

+ Documenting lessons learned from pre-disaster mitigation efforts, exercises, and actual incidents, and applying
that learning, where applicable, to the CIKR protection context;

+ Conducting CIKR protection public awareness activities;
+ Conducting CIKR exercises and training; and

+ Assuring energy resilience through energy self reliance.

Tribal government—roles and responsibilities regarding CIKR protection generally mirror those of state and local
governments as detailed above. Tribal governments are accountable for the public health, welfare, and safety of tribal
members, as well as the protection of CIKR and continuity of essential services under their jurisdiction. Under the
NIPP partnership model, tribal governments ensure close coordination with federal, state, local, and international
counterparts to achieve synergy in the implementation of the NIPP and SSP frameworks within their jurisdictions.
This is particularly important in the context of information sharing, risk analysis and management, awareness,
preparedness planning, protective program investments and initiatives, and resource allocation.

Protecting Sensitive Information

Much of the information for critical infrastructure preparedness will either be proprietary for private companies or
sensitive for the protection of the nation. Common sense dictates not publishing detailed location maps that could be
used by criminals and terrorists. Less apparent is imparting too much detail about information system architecture,
consequence analysis, or other vulnerability assessments that seem less direct. A state energy emergency plan may

be developed with more knowledge about these characteristics than actually needs to appear in the plan. Most of
the emergency protocols contained in a state energy emergency plan are already public knowledge. Since a major
purpose of such a plan is to organize these items in a meaningful way for efficient response it may be prudent to
keep some response information general rather than specific. It may also be better to keep secure information stored
outside of the plan in more than one location for use by authorized individuals only. For additional information

on this issue see the NARUC Information Sharing Practices In Regulated Critical Infrastructure States: Analysis &
Recommendations that can be found at http://naruc.org/cipbriefs/.

In addition, because of the Freedom of Information Act and sunshine laws in many states, there is a question as to
whether sensitive information can be protected from disclosure. In the final analysis accomplishing this is a delicate
task and will require careful coordination and cooperation among stakeholders.
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11. The Role of Energy Efficiency and Renewable Energy Resources in Energy Assurance Planning

States have promoted energy efficiency and the use of renewable energy since the early 1970’s. Renewable energy and
energy efficiency approaches can be linked in strategic ways with state and regional energy assurance planning to help
build resiliency. This would involve two approaches. First is a tactical project approach that could include renewable
back-up power to support critical facilities in the event of an outage. The second is a longer-term resource planning
approach that diversifies energy sources by increasing the use of renewable resources and energy efficiency. There

are three primary reasons for considering the impact of alternative energy sources on energy assurance: 1) more
accurate assessment of energy assurance risk reduction, 2) understanding the potential risks and benefits in displacing
conventional energy, and 3) knowing where alternatives can provide immediate protection and safety while buying
time for response and repair while energy supplies are restored.

Reducing Risk—The use of various alternatives to conventional electricity, petroleum, and natural gas has the
potential to enhance energy security by helping to distribute generation and diversify supply among various locations.
This can reduce, but not eliminate, the risk of relying on the concentrated power production or energy acquisition
from relatively few locations such as power plants, pipelines, and grids. In other cases, when conventional gasoline
and diesel fuel are in short supply, it may possible to obtain a variety of local and regional alternative fuels such as
ethanol or biodiesel.

Risk can best be understood by examining energy supply and demand at various times. Risk reduction is best
accomplished as a result of longer term investment and changes to the energy infrastructure. In addition, because

it is impractical to eliminate all risk, effective short-term responses are also needed to reduce the consequences and
allow for more rapid recovery. Efforts to both assure effective emergency response, and reduce risks in the long-term,
need to be considered. A simple example is a home located in a northern climate that is well insulated. It can tolerate
a winter power outage longer because of reduced heat loss allowing more time for power restoration. With the
inclusion of a supplemental source of heating, one further reduces the degree of the potentially harmful impacts.

Understanding the Advantages and Disadvantages—In utilizing alternatives it is important to understand
advantages and disadvantages offered by different forms of alternative energy. For further details see Appendix G.
Table 1 outlines energy alternatives divided into three types under a supply and demand classification. These
categories are illustrative only.

TABLE 1: TYPES AND EXAMPLES OF ENERGY ALTERNATIVES THAT MAY LOWER
ENERGY ASSURANCE RISK FROM CONVENTIONAL ENERGY SOURCES

SUPPLY SIDE DEMAND SIDE

RENEWABLE RESOURCES

SUPPLEMENTAL RESOURCES

CROSSOVER RESOURCES

Wind Energy

Combined Heat and Power

Energy Efficiency and Smart Grid Programs

Solar & Wind Energy
Renewable Energy Portfolio
Standards

Distributed Generation

Load Management and Smart Grid

Biomass Hybrid Transportation Technology Demand Response Management
+ Ethanol/Biodiesel + Electric Hybrid + Smart Grid
* Waste * Fuel Cells * Time-of-Day Pricing
- Landfill gas - Natural gas * Remote Switching
- Anaerobic Digestion - Hydrogen
Hydropower Enhanced Battery Technology Energy Building Codes
Geothermal Energy Star Appliances and Standards

Supply side renewable resources include wind, solar, biomass, hydro- and geothermal power. Wind and biomass
especially, have become prominent in recent years. Renewable energy portfolios (REP) further support the integration

of these technologies as part of the nation’s energy systems.
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What States Can Do to Enhance Alternatives in Energy Assurance Planning—Here are some suggestions to consider
when assessing alternatives in energy assurance planning:

1.

Create and maintain a statewide inventory of energy alternatives. Energy alternatives will inevitably reduce
risk whether or not their existence is identified. However, in order to make the best use of them, officials should
know what they are and where they are located.

. Calculate the potential contribution to state energy supply from power-producing alternatives and

demand reduction programs. This is the next logical step if states want to know how much conventional power
alternatives may displace. Knowing the energy value of alternative energy fuels and infrastructure allows for more
accurate assessment of energy assurance risk.

. Work with alternative energy supply companies to assure emergency safety protection while conventional

power is restored. Knowledge of the location and capacity (power potential) of energy alternatives will enable
responders to identify sources of power that may be tapped when conventional power is unavailable. States already
try to identify the location of conventional-fuel mobile power generation; but knowledge of where distributed
power is located, what solar, wind or bio-energy resources are available, and what energy efficiency measures can be
accelerated can provide both enhanced safety for citizens, and buy time for repair and restoration.

. Assure that renewable energy sources are grid connected.

Energy efficiency, renewable energy, and CHP systems can help diversify and improve the resiliency of energy
supply and utilization. It is essential that the facilities and infrastructures responding to an emergency (e.g., “911”
and state emergency communication centers) have reliable secondary energy sources and backup power systems.
The installation of resources such as PV, fuel cells, wind power, and CHP, which can operate independently from
the grid to supplement or replace conventional generation, is vital to ensure alternatives to transportation fuels and
enhance the resiliency of the end use sectors in weathering the effects of disasters, whether natural or manmade.
Appendix G provides additional detail on how some states are diversifying energy resources as part of their overall
approach to energy assurance and emergency preparedness.

THE USE OF RENEWABLE ENERGY FOR DISASTER RECOVERY

November 2008: Two new alternative energy products shepherded by NextEnergy are being tested and refined.
The first is Titan Energy Worldwide’s REMUS unit (Renewable Energy Mobile Utility System) now being tested
on NextEnergy’s Alternative Fuels Platform. REMUS is a 7-ton rechargeable battery pack used to supply com-
puter-grade electricity in the field for military applications. REMUS can recharge its batteries in numerous ways;
via fossil fuel generation, portable solar panels, even wind power. Once it fulfills its military obligations, REMUS
can then be mass produced in high quantities for many other non-military applications in the future.

A third example being tested in Israel by ZenithSolar is a Combined Heat and Power (CHP) concentrated photo-
voltaic (CPV) system that is providing 75 percent of its power output as heat and 25 percent as electricity. These
units are relatively inexpensive, presently starting at around $20,000 for one 4 foot by 4 foot CPV module. See
Appendix G.

The fourth example is the City of Troy, New York, which operates radio communications systems for police, fire,
and general government functions. These systems utilize remote receiver locations to relay the transmissions
from low power handheld radios back to the communications center. A 10 kW UNI-SOLAR System was installed
in 2004 at a relay location and is capable of fully powering this location with the power grid serving as the back-
up power to the solar system.
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...appropriate
attention

to creating

sound cyber
security is a
critical element
of a robust
state energy
assurance plan.

Examples of Incorporating Renewable Energy into
Energy Assurance Planning

C. ENERGY ASSURANCE PLANNING FOR UTILITIES

Taken from the perspective of electric and gas utilities, NARUC has suggested a list of
planning criteria that incorporate many of the critical infrastructure considerations
suggested by DOE as well as state energy office planners. While there is no national
government-based organization as closely tied to the petroleum industry as NARUC is
to the utility industry, these criteria may also be applied to the protection of petroleum
assets.” For example, state planners may wish to ask local petroleum delivery companies,
as well as national entities who produce and transport finished oil products, if they have
made appropriate business decisions regarding investments in enhanced asset security.

Questions to Explore Concerning Critical Infrastructure:

+ Have key energy assets been identified, digitally mapped, and ranked from a security
and vulnerability perspective?

+ Have critical physical, cyber, and vulnerability risks been identified?

+ Have interdependencies, such as the linkage between natural gas supply and the
reliability of gas-fired generation, been quantified?

* What is the planning horizon and geographic scope of the energy assessment
process? Does it accurately characterize and quantify extended and multiple
contingencies?

+ Have appropriate options for response to these vulnerabilities been developed and
tested?

+ Have downstream impacts on other sectors (e.g., water, transportation, and
telecommunications) and societal impacts been identified?

* Has the energy sector presented an appropriate business case for making security
investments and sought to recover prudent critical infrastructure investments?

+ Has the energy sector implemented changes that will enhance reliability and
security, including business continuity?

* How has security been integrated into the ongoing business strategy of the energy
sector?

* Have investments in utility and end-user efficiencies or alternative energy sources
been investigated to minimize the adverse impacts resulting from an energy
shortage or emergency?

* Has a mechanism been established to update planning and response plans?

* Has there been a “post-event” activity to improve the energy sector’s best practices?

7 NARUC Committee on Critical Infrastructure Technical Briefs. Paper 3: A Primer on Energy Assurance for Public
Utility Commissions. April 2005, p. 11-12. The paper discusses both federal and state actions to date regarding the
sharing of critical infrastructure information and provides a framework for future cooperation and efforts to harmonize
information sharing among state commissions, the FERC and the Department of Homeland Security. http://www.naruc.
org/Publications/CIP_EnergyAssurancePrimer_3.pdf
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D. CYBER SECURITY

In recent years, the necessity for enhanced cyber security has become an
increasingly high priority for the public and the private sectors. The
threat of a cyber attack is present within any system that relies on
information communication technology and can be detrimental

on many levels to consumers, business owners, government, and
infrastructure. With a continual and ever-growing dependence

on information technology throughout the world, appropriate
attention to creating sound cyber security is a critical element

of a robust state energy assurance plan. This section provides an
overview of what a state should consider in energy emergency planning
including available cyber security resources to assist in planning, pre
and recovery.

1. Cyber Security Threats

+ In 2001, hackers penetrated the California Independent
System Operator, which oversees most of the state’s electricit
transmission grid; attacks were routed through California,
Oklahoma, and China.

* Ohio Davis-Besse nuclear power plant safety monitoring sy
offline for 5 hours due to Slammer worm in January 2003.

+ Aaron Caffrey, 19, brought down the Port of Houston in Oc
2003. This is thought to be the first well-documented attac
critical U.S. infrastructure.

« In March 2005, security consultants within the electric indust
reported that hackers were targeting the U.S. electric power g
had gained access to U.S. utilities electronic control systems. In a few
cases, these intrusions had “caused an impact.”

« In April 2009, The Wall Street Journal reported that spies hacked into
the U.S. electric grid and left behind computer programs that could
allow them to disrupt service.
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TYPE OF THREATS

Modification of data
in transit

PRIMARY TYPES OF CYBER THREATS

DESCRIPTION

Modification of transactions across networks.

IMPACTS IF SUCCESSFUL

Financial losses, inconsistent data, breakdown
in public trust.

Denial of service

Attacks that slow servers or networks down or bring
them to a half.

Prevent business transactions, frustrate potential users,
and damage credibility.

Theft of information /
espionage

Penetration attacks resulting in theft of information /
intelligence.

Breach of legal and regulatory requirements to
maintain confidentiality, financial impacts, breakdown
of public trust, damage credibility.

Unauthorized use of
resources

Penetration of systems to allow attackers to utilize
services—computers, phones, and data. This can also
include taking control of servers using them to send
spam or launch distributed denial of services attacks.

Financial loss, potential liability, compromise of
systems and networks, potential “leapfrogging”
(moving ahad in order of service).

Data tampering Modification of content / format of web pages, data Damage credibility, legal ramifications of falsification
(e.g. tax, medical, criminal records). of data.

“Spoofing” Impersonating an address internal to a network to gain | Potential compromise or destruction of system,
access. E-mail impersonation. damage credibility.

“Sniffing” Monitoring network traffic for information (passwords, | Compromise or damage of systems and credibility.
credit card numbers, etc.)

Viruses / Internet vandals

Malicious programs and code capable of damage and
self-replication.

Business expenses, system down time, lost productivity.

Disasters (natural,
technological,
human-caused)

Floods, fires, severe storms, act of sabotage / terrorism.

Loss of life and/or critical resources, services to the
public, and property.

Physical intruders,
vandalism, and theft
of equipment

Destruction or theft of resources.

Business expenses, system down time, lost productivity.

Cyber intrusions,
of control systems*

This can potentially destroy equipment or disable
control systems that could result in infrastructure
failures or the use of infrastructure as vehicles of attack.

Loss of life and/or critical resources, services to the
public, and property damage to critical control
systems and equipment.

“Information Warfare”

Deliberate offensive and defensive use of information

and information systems to deny, exploit, corrupt, or

destroy an adversary’s information, information-based

processes, information systems, and computer-based

networks while protecting one’s own. Primary means

of conducting information warfare include:

> Psychological operations to affect the adversary’s
reasoning.

> Electronic operations to deny accurate information
to the adversary.

> Deception operations to mislead about one’s own
capabilities or intentions.

> Physical destruction of the adversary’s information
networks and systems.

> Security measures to keep adversaries from learning
about one’s own capabilities and intentions.

> Information attack to directly corrupt an adversary’s
information without being detected.

Information warfare could utilize any of the threats
(listed in this table, conceivably achieving any or all

of the impacts listed. Information warfare is most
often used between nations or between major business
competitors to gain an advantage in a major military
operation or business competition.)

Sources: Michigan Department of Information Technology web site; Center for Strategic and International Studies web site; Institute for the Advanced
Study of Information Warfare web site. *Category added to reflect control system exploits.
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2. Cyber Security Considerations in Energy Assurance Planning

The following is a list of some, but not all, considerations a state should incorporate into developing an energy
assurance planning document to address cyber security issues.
+ Consider vulnerabilities to cyber attacks and establish communication lines early among the appropriate
parties;
« Familiarize yourself with available cyber security resources at the state and federal level as well as within the
private sector;
* Educate and train employees about cyber preparedness and good information technology practices;
* Ensure home and office electronic filing systems are backed-up on a regular basis and have up-to-date virus
protection;
« Insist that key emergency responders have hard copies of contact information and response plans are readily
available;
* Prepare a response plan that includes a provision that assumes the federal government may also be under a
cyber attack, and ensure that it is updated regularly; and
« Similar to electricity power emergencies, cyber systems should have “black start” capability. That is, a backup
should be available that is outside of, but capable of connecting to, and repairing any compromised IT system
that is critical to energy delivery, safety, and security.

3. Federal and State Cyber Security Resources

There is much being done to address cyber security and it is important that states familiarize themselves with the
activities underway and resources available at both the federal and state level to address cyber attacks.

U.S. Department of Homeland Security—the Homeland Security Act of 2002 required the first-ever all-
encompassing coordinated national critical infrastructure and key resources protection effort. As part of this
effort, the Information Technology Sector Specific Plan (IT SSP) was collaboratively developed by the Department
of Homeland Security’s National Cyber Security Division as the Sector Specific Agency for the IT Sector and sector
security partners, including the IT Sector Coordinating Council and IT Government Coordinating Council. The
IT SSP does not provide specific procedures for individual Sector entities operations and is not designed to guide
federal or state government efforts to respond to events; rather it is a planning document that provides guidance on
how public and private partners will work together to protect IT Sector CI/KR. The IT SSP is a living document—
designed to evolve with the ever-present threats and vulnerabilities faced by our nation.
http://www.dhs.gov/xlibrary/assets/nipp-ssp-information-tech.pdf

The United States Computer Emergency Readiness Team (US-CERT)— Established in 2003, as a partnership
between the Department of Homeland Security and the public and private sectors to protect the nation’s internet
infrastructure by coordinating defense against and response to cyber attacks, US-CERT is responsible for:

* Analyzing and reducing cyber threats and vulnerabilities;

* Disseminating cyber threat warning information; and

+ Coordinating incident response activities.
US-CERT interacts with federal agencies, industry, the research community, state and local governments, and
others to disseminate reasoned and actionable cyber security information to the public—providing a way for

citizens, businesses, and other institutions to communicate and coordinate directly with the United States
government about cyber security. http://www.us-cert.gov/aboutus.html
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U.S. Department of Energy— The Cyber Security Office within the U.S. Department
of Energy’s Office of the Chief Information Officer is responsible for implementing and
maintaining a comprehensive cybersecurity program that is effective across its diverse
missions and large array of interdependent networks and information systems. The
Office published a revitalization plan in 2006 designed to strengthen the Department’s
networks and establish a vital, institutionalized cyber security program.
http://cio.energy.gov/cybersecurity.htm
http://cio.energy.gov/documents/2006DOECyberSecurityRevitalizationPlan.pdf

The North American Electric Reliability Corporation (NERC)— Standards
CIP-002 through CIP-009 (the Critical Cyber Asset Identification portion

of the Critical Infrastructure Protection standards) provide a cyber security
framework for the identification and protection of Critical Cyber Assets to
support reliable operation of the Bulk Electric System. These are mandatory
and enforceable standards that entail a comprehensive compliance program
that includes periodic reporting, self-certification spot check, and compliance
audits.

+ CIP-002-1—Ciritical Cyber Asset Identification, requires the identification
and documentation of the Critical Cyber Assets associated with the
Critical Assets that support the reliable operation of the Bulk Electric
System. These Critical Assets are to be identified through the application
of a risk-based assessment.

+ CIP-003-1—Security Management Controls, requires that Responsible

P“blic Utllitg Entities have minimum security management controls in place to protect
Critical Cyber Assets.
CommiSSionS * CIP-004-1—Personnel and Training, requires that personnel having
authorized cyber or authorized unescorted physical access to Critical
may have a Cyber Assets, including contractors and service vendors, have an
appropriate level of personnel risk assessment, training, and security
signiflcant awareness.
* CIP-005-1—Electronic Security Perimeter(s), requires identification and
role to plag in protection of the Electronic Security Perimeter(s) inside which all Critical
Cyber Assets reside, as well as all access points on the perimeter.
implﬁmenting * CIP-006-1—Physical Security of Critical Cyber Assets, is intended
to ensure the implementation of a physical security program for the
a secure Smart protection of Critical Cyber Assets.
* CIP-007-1—System Security Management, requires Responsible Entities
Grid by assuring to define methods, processes, and procedures for securing those systems
determined to be Critical Cyber Assets, as well as the non-critical Cyber
cg ber sec“ritg Assets within the Electronic Security Perimeter(s).

* CIP-008-1—Incident Reporting and Response Planning, ensures the
standards are identification, classification, response, and reporting of Cyber Security
incidents related to Critical Cyber Assets.

met.
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* CIP-009-1—Recovery Plans for Critical Cyber Assets, ensures that recovery plan(s) are put in place for
Critical Cyber Assets and that these plans follow established business continuity and disaster recovery
techniques and practices.

NERC developed these standards to recognize the differing roles each entity plays in the operation of the Bulk
Electric System, the criticality and vulnerability of the assets needed to manage Bulk Electric System reliability,
and the risks to which they are exposed. The Standards are available at:
http://www.nerc.com/page.php?cid=2|20

In October 2007, US House of Representative, Subcommittee on Emerging Threats, Cybersecurity, and Science
and Technology held a hearing on the cyber threat to control systems, focusing specifically on the susceptibility
to the Bulk Power System discovered by engineers at the Idaho National Laboratory. The vulnerability, known as
“Aurora,” could enable a targeted attack on infrastructure connected to the electric grid, potentially destroying
the machines and causing catastrophic losses of power for an undeterminable amount of time. Since the hearing
NERC has been working to reduce the risk of this vulnerability to power systems.

Federal Bureau of Investigation (FBI)—InfraGard is a program that began in 1996 as a local effort to gain
support from the information technology industry and academia for the FBI’s investigative efforts in the

cyber arena. The program expanded over time and exists today as an association of businesses, academic
institutions, state and local law enforcement agencies, and other participants dedicated to sharing information
and intelligence to prevent hostile acts against the United States. The goal of InfraGard is to promote ongoing
dialogue and timely communication between members and the FBI. InfraGard members gain access to
information that enables them to protect their assets and in turn give information to government that facilitates
its responsibilities to prevent and address terrorism and other crimes. http://www.infragard.net/

Multi-State Information Sharing and Analysis Center (MS-ISAC) is a collaborative organization with
participation from all fifty states, the District of Columbia, local governments, and U.S. Territories with a
mission to provide a common mechanism for raising the level of cyber security readiness and response in each
state and with local governments and the territories. The MS-ISAC provides a central resource for gathering
information on cyber threats to critical infrastructure from the states and providing two-way sharing of
information between and among the states and with local government. http://www.msisac.org/

National Institute of Standards and Technology (NIST)— the Energy Independence and Security Act (EISA)
of 2007, assigned NIST the primary responsibility to coordinate development of a framework that includes
protocols and model standards for information management to achieve interoperability and assure cyber
security of the smart grid devices and systems. NIST has established itself as an agency that is technically
knowledgeable and able to work collectively with industry and other government agencies, including the
Department of Energy (DOE) and the Federal Energy Regulatory Commission (FERC). http://nist.gov/
smartgrid/

4. State Role in Cyber Security in the Energy Sector

States can play a supportive role in assuring adequate levels of cyber security in the energy sector. In the
petroleum area, the American Petroleum Institute has adopted guidelines® that address the needs of the
petroleum sector and it is important that states that have responsibilities for petroleum are aware of those
standards. In the area of gas and electric, Public Utility Commissions (PUC) have a role in assuring the
adequacy and reliability of natural gas and electricity and this extends to cyber security which, if breached, could
impact the reliability of supply. In some PUCs this activity may be limited to actions taken as part of formal

8 Security Guidelines for the Petroleum Industry, American Petroleum Institute, April 2005, second edition. See Section 7.0:
http://www.api.org/policy/otherissues/upload/Security.pdf
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...state agencies
should have,

or develop

some level

of, in-house
understanding
and expertise on
cyber security.

proceedings. In other states, in addition to case work, more informal
discussions occur between PUC and utilities and such efforts may be

tied to the state’s homeland security and critical infrastructure efforts.
Efforts underway to implement the Smart Grid will mean a substantial
increase in the amount of cyber-based communications within the Power
Grid. Tt will be important that various standards under development are
properly implemented and maintained as an integral component of an
overall cyber security effort. The cyber security strategy for the Smart Grid
must examine both domain-specific and common requirements when
developing a mitigation strategy to ensure interoperability of solutions
across different parts of the infrastructure. The primary goal is to ensure
that a comprehensive evaluation of the systems and components of the
Smart Grid is completed.

Public Utility Commissions may have a significant role to play in implementing a
secure Smart Grid, incorporating cost recovery in rates, assuring necessary cyber
security standards have been implemented, and assuring that investments made with
federal matching Smart Grid funding meet the federal requirements. It is important
that PUCs, in states where it is allowed, work with the private sectors to ensure that
there are measures in place that will protect critical energy systems, as well as both
water and telecommunications facilities, in the event of an emergency. It is essential
that PUCs help to create networks among utility regulators and other federal, state,
local, and private sectors to address cross-sector issues. As part of this effort NIST
has developed a three phase plan to help implement the Smart Grid. Phase One will
identify an initial set of existing consensus standards and develop a roadmap to help
fill the gaps. Phase Two establishes public and private Standards Panels to provide
ongoing recommendations for new or revised standards. Finally, Phase Three is
designed to test and certify the framework.

Working with industry, government, and consumer stakeholders, NIST is expediting
the development of standards critical to achieving a reliable and interoperable
Smart Grid. The interoperability of the Smart Grid is extremely important to its
performance, given that it enables both integration and two-way communication
among the many interconnected elements of the electric power grid. The accelerated
development of the Smart Grid technology is one of the primary objectives of

the American Recovery and Reinvestment Act. However, it can be argued that

by moving too quickly there are some vital points that could be overlooked. For
example, the risks are similar to what happens when computers are linked over the
internet in that certain weaknesses can be exploited in the way computers talk to
each other, and hackers can seize control of computers. In the case of the Smart
Grid, better communication between utilities and the meters at individual homes
and businesses increases the risk that someone could control the power supply for a
single building, or an entire neighborhood, leaving customers vulnerable to attacks.

While there are many requirements that may be applicable to the Smart Grid,
currently only the NERC Critical Infrastructure Protection (CIP) documents are
mandatory for a specific domain of the Smart Grid. Because the cyber security

requirements are not unique across the documents, a cross-reference matrix is
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being developed, to help assist in assessing and selecting the requirements necessary. This matrix will map the

requirements and controls listed in the Catalog of Control Systems Security: Recommendations for Standards
Developers, which was published by the Department of Homeland Security in 2008.

State agencies and the private sector are increasingly relying on web and internet based services to conduct
business operations. Cyber security must be an integral component of these efforts. In addition, plans for
disaster recovery, business continuity and Continuity of Operations Plans (COOP) are an important aspect

to assure that these systems can be rapidly returned to service if attacked or physically destroyed, especially if
they support critical functions. By addressing essential employees, required facilities, computer system records
and back-up data systems, agencies are able to minimize the damages and losses in the event of an attack. State
agencies are encouraged to assure that cyber security, critical cyber systems, and their recovery are incorporated
within their Continuity of Operations Plans and should encourage businesses they work with as partners in
critical infrastructure protection to also address this area of need.

Finally, state agencies should have, or develop some level of, in-house understanding and expertise on cyber
security. By doing so as they prepare assurance plans, or related response documents, they can work to assure
that these requirements are met. Becoming familiar with the various standards that are in place, and those that
might be developed, that govern cyber security requirements is important to adequately carry out regulatory and
programmatic responsibilities. This is clearly an area for which attention is growing and one that needs to be
the focus of attention by the staff of energy offices and Public Utility Commissions. Those agencies that do not
currently have individuals assigned to this responsibility should give serious consideration to assuring that they
have some level of knowledge to address this important issue.
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I1l. DEFINE AND CLARIFY ORGANIZATIONAL RELATIONSHIPS
G RESPONSIBILITIES

This section discusses federal, state, and local government roles in energy emergency planning and outlines questions to

consider when defining these roles in a state’s plan.

A. WHO HAS LEGAL AUTHORITY IN THE STATE DURING AN ENERGY EMERGENCY?

All states are presumed to have legal authority for general emergencies and most have laws pertaining to energy
emergencies; however, confirming the roles of your state in both general and energy emergencies is a crucial first step in

planning. Many states depend upon their emergency management (e.g. homeland security or civil defense) organization
for energy emergency planning and response. Others may focus energy emergency responsibilities on some or all of
several groups that might be involved. These responsibilities can be grouped into four broad categories:

1. Monitoring the energy supply system in order to detect any unusual imbalances that indicate the potential for an

energy emergency and, if so, to advise the appropriate state officials.
2. Developing, administering, or coordinating energy emergency contingency plans.

3. Communicating with federal, state, and local agencies related to energy emergency
planning and management.

4. Maintaining ongoing contact with components of the energy industry including
regulated utilities, cooperatives, municipally-owned, and unregulated providers.

B. WHAT IS THE RELATIONSHIP OF LEGAL AUTHORITIES TO THE
STATE’S EMERGENCY PLANS?

State emergency or disaster plans are designed to delineate responsibilities among state
agencies and between the state and local jurisdictions. Beyond this definition, these plans
seek to define the relationship of both state and local response mechanisms to the federal
emergency management system. The Emergency Support Functions under the National
Response Framework provide guidance on these relationships.

The NRF is an all-discipline, all-hazards plan that establishes a single, comprehensive
framework for the management of domestic incidents. It provides the structure and
mechanisms for the coordination of federal support to state, local, and tribal incident
managers and for exercising direct federal authorities and responsibilities. The NRF
assists in the homeland security mission of preventing terrorist attacks within the United
States, reducing the vulnerability to all natural and man-made hazards, and minimizing
the damage and assisting in the recovery from any type of incident that occurs.

The NRF establishes a comprehensive approach to enhance the ability of the United
States to manage domestic incidents. The plan incorporates best practices and
procedures from incident management disciplines—homeland security, emergency
management, law enforcement, firefighting, public works, public health, responder and
recovery worker health and safety, emergency medical services, and the private sector, and
integrates them into a unified structure. It forms the basis of how the federal government
coordinates with state, local, and tribal governments and the private sector during
incidents.

The NRF is built on the template of the National Incident Management System (NIMS),

The NREF establishes
protocols to help:

+ Save lives and protect the
health and safety of the
public, responders, and
recovery workers;

* Ensure security of the
homeland;

* Prevent an imminent
incident, including acts of
terrorism, from occurring;

» Protect and restore critical
infrastructure and key
resources;

* Conduct law enforcement
investigations to resolve
the incident, apprehend the
perpetrators, and collect
and preserve evidence
for prosecution and/or
attribution;

* Protect property and mitigate
damages and impacts to
individuals, communities,
and the environment; and

+ Facilitate recovery of
individuals, families,
businesses, governments, and
the environment.

which provides a consistent framework for incident management at all jurisdictional levels, regardless of the cause, size, or
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complexity of the incident. The activation of the NRF and its coordinating structures and protocols—either partially or
fully—for specific “Incidents

of National Significance” provides mechanisms for the coordination and implementation of a wide variety of incident
management and emergency assistance activities. Included in these activities are federal support to state, local, and tribal
authorities; interaction with nongovernmental, private donor, and private-sector organizations; and the coordinated, direct
exercise of federal authorities, when appropriate.

The NRF contains five sections—one of which is crucial for state energy emergency planning. These include: the Basic
Plan, Appendices, the Emergency Support Function Annexes, Support Annexes and Incident Annexes. The Basic Plan
presents the policies and concept of operations that guide how the federal government will respond and coordinate with
state and local governments and provides a compendium of National Interagency Plans. Appendices provide more detailed
supporting information, including terms, definitions, acronyms, authorities, and a compendium of national interagency
plans. The Emergency Support Function Annexes describe the roles and responsibilities of primary and support agencies for
key response functions, such as energy, transportation and communications, which supplement state and local activities.

The Emergency Support Function Annexes group capabilities and resources into functions most likely needed during an
incident and describe the responsibilities of primary and support agencies involved. The key response function of energy is
outlined in Emergency Support Function 12 (ESF-12). Support Annexes provide the procedures and specific administrative
requirements common to most incidents (e.g. Public Affairs, Financial Management, and Worker Safety and Health and
includes an Annex on Critical Infrastructure and Key Resources). Incident Annexes describe protocols and agency roles
and responsibilities for specific contingencies (e.g. biological, cyber, nuclear/radiological, food and agriculture, catastrophic
and terrorism incidents). In many cases, these annexes are supported by more detailed operational supplements or
standard operating procedures.

Most up-to-date state emergency plans parallel the NRF; hence, they contain an ESF-12. The degree to which a state ESF-
12 assigns responsibility to agencies varies among states. Typically, roles will be assigned to several state stakeholders. It is
recommended that each state’s energy emergency plan delineate the energy interest and response activity associated with
the state’s ESF-12.

More than one state agency may have ESF-12 responsibilities for an energy emergency. Local governments also play
important roles during an energy emergency and need to be considered in the planning process. Some of the key agencies
summarized in Figure 3 are described in more detail below.

FIGURE 3

State Energy Emergency Organizations
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1. Governor’s Office

Governors and the governors’ offices have the ultimate responsibility for energy emergency planning. In December
2006, the National Governors Association—Center for Best Practices released the Governor’s Guide to Energy

Assurance to assist governors in protecting their states’ critical energy infrastructure and effectively responding to
energy emergencies.

The level of involvement of a Governor’s Office during an energy emergency varies from state to state based on the
severity of the situation and the roles assigned in the state’s emergency plan. Regardless of the hierarchy or degree
of problem, the Governor’s Office will want to be informed expeditiously.

2. State Energy Offices (SEOs)

Most SEOs were established during the early 1970s in response to the Arab oil embargo. As a result, most SEOs are
involved with petroleum issues. Also, the State Heating Oil and Propane Program, sponsored by DOE and NASEQ,
has provided a consistent framework for twenty-four states to monitor prices and market conditions of home
heating oil and propane.

Since the late 1980s, many SEOs have been placed within other state agencies that may or may not have the
responsibility for energy emergency management. Under the State Energy Program (SEP), which provides grants
to states and directs funding to State Energy Offices, states are required by law to prepare a state energy emergency
plan. While DOE does not formally review these required plans, OE does provide guidance in their development.

3. Emergency Management Agencies

The primary emergency response agency in most states is the state emergency management agency, homeland
security, or civil defense office, or similar authority. Since the federal deregulation of petroleum prices, several
state ESF—12 annexes assigned the energy emergency functions to the Public Service Commission because planners
perceived energy issues to be associated with regulated utility power. However, the ESF-12 function may be shared
by multiple agencies. In some states such operations are assigned to the state police or other civil defense-related
agencies.

4. Public Utilities Commissions (PUCs)

PUC: are regulatory agencies which monitor regulated utilities and associated energy supply. States with non-
regulated rural electric cooperatives and/or municipally-owned utilities may also develop reporting requirements
for such systems. Most utilities fall under some regulation, either by the PUC, a county or municipal government
that owns and operates a municipal utility, or other officials likely to sit on the board of a rural electric cooperative.
Electric and gas utilities are generally required to have up-to-date emergency response and power restoration plans.
These plans may or may not have to be filed with a public authority but are almost universally required for licensing
purposes.

Most state emergency management agencies now incorporate utility and PUC responders in their emergency
response. This enhances the ability of the agency, as well as the Governor’s office, to explain what is happening to
the public and makes it easier to provide governmental assistance if needed. The quality of this cooperation varies
among states.

One set of questions in the 2005 NARUC survey (see pp. 17 of the NARUC study) focused on the state utility
commission’s role in energy emergency preparedness. Table 2 summarizes the findings.
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TABLE 2: ENERGY ASSURANCE PLANNING AUTHORITY (35 STATE PUCs RESPONDING)

EMERGENCY PREPAREDNESS ROLE NUMBER OF STATES
PUC is actively involved in energy preparedness planning 31
PUC has primary authority over energy preparedness planning 6
PUC is the lead coordinating agency over energy preparedness planning 6
PUC has an active role in planning through state emergency operations set-up 19
PUC is a member of an Energy Emergency Assurance Coordinator Committee 7
PUC has lead role in state-wide communications during energy emergency 1

5. Other State Agencies

In some cases, the SEO is not the lead agency for petroleum matters. Instead, the state agriculture or other office
responsible for weights and measures is assigned because that agency verifies the octane of gasoline and assures the
quantity sold and often price posting requirements.

A state or local social or human services department is typically responsible for assisting with human needs when
energy for seasonal heating and cooling is short or prices are extremely high. Such agencies typically manage the
federal low-income heating programs, or oversee a state’s federal Weatherization Assistance Program. In several
states, the SEO is responsible for these programs. Such agencies can help provide financial and social relief to low-
income energy users, but they are not equipped to implement emergency mitigation measures designed to curtail or
redistribute limited petroleum products.

State transportation departments may be assigned a high level of responsibility because lawmakers associate
petroleum use with highways and roads. A state transportation department can also help clear fuel delivery routes
and typically approaches the Federal Motor Carrier Administration (FMCA) when driver hour waivers are needed.
Law enforcement is involved whenever there is a potential for public disturbances or imminent danger to public
welfare due to an energy shortage.

The assignment of responsibilities in oil-producing states may also present some confusing management patterns.
Some petroleum and gas producing states consolidate the oversight of petroleum and gas production with energy
efficiency and energy emergency response.

6. Homeland Security

The most recent addition to state emergency response concerns is terrorism. The creation of the federal DHS
prompted states to create additional functions within their existing emergency management structure or parallel
to it. These agencies have been crucial players in updating the NRF and continue to refine the nation’s approach

to emergency response. Subject to many variations among the states, one might expect a state DHS to coordinate
many emergency functions while bringing additional attention to prevention while subordinate or allied agencies
continue to focus on response. As agencies become increasingly comfortable with their respective roles the
interrelationships between prevention and response may grow closer and become relatively seamless. One example
may be the growing need to improve the nation’s aging, and increasingly inadequate, electric power transmission
grid. The prevention of major electricity outages would protect large numbers of customers while enhancing the
ability of emergency responders to rapidly mitigate such outages as they occur.
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...States interact
with a variety
of federal

and regional
agencies to help
protect citizens
during energy
emergencies.

7. Local Government (Counties and Municipalities)

Even if a state maintains active emergency management
function, local authorities are likely to be the first to learn of,
and respond to, an emergency—including an energy problem.
Not every local jurisdiction has an emergency response entity.
Where these are absent, the first agency to be notified is likely
the local police or sheriff’s department. State planners should
ensure a coordinated effort between the state and local plans.

Larger cities and counties throughout the U.S. have
emergency response agencies that parallel and coordinate
closely with the State Emergency Operations Center (SEOC).
Where such agencies exist, one can expect them to be tied
closely to the state emergency management preparedness
and to train regularly on resolving state-wide and inter-
jurisdictional issues caused by emergencies, including an
energy shortage.

The Public Technology Institute (PTI) has developed a set of Local Government
Energy Assurance Guidelines (September 2008). These local government

guidelines address community energy self-reliance by enhancing the resiliency

of local government-owned/operated assets from natural and human-caused
disasters. They also encourage local governments to be vigilant and aware of the
interdependencies of the larger energy system, which consists of energy production,
transmission, and distribution and their important role in maintaining these
systems.

PTT is now working with their network of over 30,000 local governments nation-
wide and piloting the development of Energy Assurance Plans using these
Guidelines.

C. ROLES AND RELATIONSHIPS AMONG FEDERAL, STATE, REGIONAL
AND LOCAL AUTHORITIES

States, usually through the SEOs, have worked closely with DOE since the oil crises of
the 1970s. When federal petroleum regulations ended, the relationship matured into a
mutually-supportive response effort involving training and support for enhancing plans
and mitigating shortages. Today, states interact with a variety of federal and regional
agencies to help protect citizens during energy emergencies. Important factors relating to
the major federal and regional agencies with which states coordinate are described below:

1. Primary DOE Energy Emergency Offices

SEOs work with DOE more than any other federal agency. States interact with
several units of DOE; however, the Office of Electricity Delivery and Energy
Reliability and the Energy Information Administration dominate energy emergency
planning. The OE, as noted above, is the primary DOE office which deals with
energy emergency planning and response. It is also responsible under the National
Infrastructure Protection Plan for formulating strategies to protect critical energy
infrastructure as described in the Energy Sector Specific Plan.
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EIA is the primary federal agency providing energy data, statistics and analysis. States also submit completed energy
plans to the Office of Energy Efficiency and Renewable Energy (EERE), meet with officials from fuel-related units,
and, primarily through their PUC, interact with the Federal Energy Regulatory Commission on matters pertaining

to electricity and natural gas.

2. Emergency Support Function 12

DOE/OE is the lead federal agency when the federal ESF-12 is activated. States work closely with DOE in sharing
energy emergency and shortage information as well as seeking technical support. Within the ESF-12, DOE is
responsible for:

* Serving as the focal point for issues and policy decisions relating to energy response and restoration efforts;
* Assessing energy system damage and monitoring repair work;

* Collecting, assessing, and providing information on energy supply, demand, and market impacts; and
contribute to situation and after-action reports;

« Identifying supporting resources needed to restore energy systems;
* Deploying DOE response teams as needed to affected area(s) to assist in response and restoration efforts; and
* Reviewing and sponsoring the energy industry’s requests for Telecommunications Service Priority (TSP)

assignments to provision new services.

DOE is the Sector-Specific Agency for the energy sector under Homeland Security Presidential Directive 7, “Critical
Infrastructure Identification, Prioritization, and Protection.”
DOE maintains the following capabilities to meet ESF-12 requirements:

* Collects and reports to Congress information filed by electric energy generators, transmitters and distributors
on loss of firm load, system voltage reductions or public appeals, bulk system operational actions and fuel
supply emergencies;

* Assists in the development of state and local energy recovery priorities;

« Assists affected energy stakeholders in dealing with the Federal Emergency Management Agency (FEMA) by
coordinating with publicly-owned electric, gas, and lifeline utilities in applying for FEMA cost sharing for
repairs;

* Assists affected energy stakeholders in obtaining repair crews and materials from outside the affected areas;

* Acts as an ombudsman in conjunction with state energy and emergency agencies to obtain electric power
restoration priority to communications, public works (water, sewage), and ancillary energy facilities (e.g., fuel
transportation/distribution systems, pipeline pump stations, refineries);

+ Handles requests for unique department assets to support an energy emergency response; and

* Maintains the DOE Emergency Operations Center (EOC). The EOC is open twenty-four hours per day, seven
days
a week and can be reached by telephone Voice: (202) 586-8100, FAX: (202) 586-8485, or by E-mail at
hqdoe@oem.doe.gov.

3. Other Federal Agencies
Other federal agencies and their roles regarding energy emergencies include:
U.S. DEPARTMENT OF AGRICULTURE

The U.S. Department of Agriculture (USDA) is best accessed via the state’s agriculture agency. Issues that may
need to be addressed include propane for crop drying, protecting livestock, and supporting accurate weights and
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States work
closely with DOE
in sharing energy
emergency

and shortage
information as
well as seeking
technical
support.

measures. In addition, the Rural Utilities Service (RUS) is housed at USDA. RUS
is responsible for funding and tracking energy consumption information for rural
electric cooperatives. http://www.usda.gov/rus/

U.S. DEPARTMENT OF COMMERCE

The U.S. Department of Commerce (DOC) has excellent data resources
for developing emergency plan demographics. In addition, the Mineral
Management Service (MMS) and the National Oceanic & Atmospheric
Administration (NOAA) are part of DOC. MMS oversees the oil and
gas production fields in the Gulf of Mexico [http://www.mms.gov], and
NOAA provides up-to-the-minute tracking for hurricanes, wildfires,
winter storms, and other weather-related emergencies
[http://www.noaa.gov].

U.S. ENVIRONMENTAL PROTECTION AGENCY

The U.S. Environmental Protection Agency (EPA) should be contacted
through a state’s environmental agency. EPA may need to be contacted if
waivers are sought for fuels that do not meet national and local air quality
requirements. A fuel waiver can be issued only when the criteria specified in
the Clean Air Act Section 211(c)(4)(C) have been met. In general, these
criteria allow a fuels waiver only to address a temporary emergency fuel supply
shortage that exists throughout a state or region that was caused by an unusual
situation such as an act of God, and that could not have been avoided by prudent
planning.

U.S. DEPARTMENT OF HOMELAND SECURITY

DHS leads the unified national effort to secure the country. Several states have
developed homeland security agencies. States should expect to contact DHS
through their state’s DHS, emergency management agency, or law enforcement.
During an emergency coordination will likely occur through the state’s emergency
operations center.

FEDERAL ENERGY MANAGEMENT AGENCY

The Federal Energy Management Agency, which is an agency within DHS,
supports states with general emergency backup and processes requests for disaster
reimbursement. The bulk of a state’s relationship with FEMA will be handled
through the state’s emergency management agency. DOE can also help states
coordinate with FEMA on energy emergency issues.

U.S. COAST GUARD

The U.S. Coast Guard (USCG) oversees the nation’s ports and waterways accessible
by tankers and barges, essential for the delivery of petroleum and liquefied natural
gas supplies. http://www.uscg.mil/

U.S. DEPARTMENT OF TRANSPORTATION
The U.S. Department of Transportation (DOT) has several sub-agencies that may
relate to an energy emergency, including:

Pipeline and Hazardous Materials Safety Administration (PHMSA)

PHMSA rules apply to inter- and intra-state pipelines. State regulations for
natural gas generally reinforce the federal requirements. The state’s PUC is
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ordinarily the primary point of contact in the event
of a pipeline problem. If the loss of gas is sufficiently
severe, states should anticipate a coordinated response
through the state emergency operations center.

Federal Highway Administration (FHWA)

FHWA has excellent data for transportation-related
energy issues. In an emergency, responders will
ordinarily work through the state highway agency for
road-related assistance.

Federal Maritime Administration

In the event that a state requires long distance
waterborne fuel delivery (usually heating oil or
gasoline) aboard an international shipping carrier
not registered in the United States, a waiver from the federal act requiring the use of
US-flagged vessels (the Jones Act) would be sought through the Federal Maritime
Administration (FMA) and with DOE assistance.

Federal Motor Carrier Safety Administration

Limits on the number of hours a truck driver can operate a vehicle fall under
requirements of the Federal Motor Carrier Safety Administration (FMCSA). These
limits can be waived under two conditions. First, if an emergency has been declared

by the President of the United States, the Governor of a state, or their authorized
representative; and second, if the FMCSA Field Administrator has declared that a
regional emergency exists that justifies an exemption. This exemption cannot exceed the
duration of the motor carrier’s or driver’s direct assistance in providing emergency relief
to the affected area, or 30 days from the date of the initial declaration of the emergency
or the exemption, whichever is less.

390.23 Relief from regulations which includes Parts 390 to 399 can be found at:
http://www.fmcsa.dot.gov/rules-regulations/administration/fmcsr/fmcsrruletext.
asp?chunkKey=090163348002389c

Limits on Hours of Service of Drive can be found at:
http://www.fmcsa.dot.gov/rules-regulations/administration/fmcsr/
FmcsrGuideDetails.asp?menukey=395

Detailed instructions for this are contained on the NASEO website at:
http://naseo.org/committees/energysecurity/archive/documents/Driver_Hours_
Waivers_Request_Procedures.pdf

Federal Aviation Administration

The Federal Aviation Administration (FAA) supports the nation’s airports. In the event
of an aviation fuel shortage it may be necessary to coordinate with the agency. This
would most likely be handled through the state’s transportation agency and coordinated
at the state emergency operation center. The FAA also has air transportation data useful
for planning purposes.
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4. Regional Agencies

States should become familiar with the variety of regional energy organizations affecting them. PUCs often deal
with the Electric Reliability Councils, the Regional Transmission

Operators (RTOs), and Independent System Operators (ISOs) that coordinate the distribution of electricity and
handle multi-state emergency electrical procedures.

Other examples of regional organizations are the Power Marketing Administrations (PMAs) that operate
large hydropower dams under DOE jurisdiction. Bonneville Power Administration in the Northwest and the
Tennessee Valley Authority in the Southeast are two such PMAs. In addition, state energy policy organizations
such as the Southern States Energy Board and the Western Energy Board may provide coordination during
emergencies.

NORTH AMERICAN ELECTRIC RELIABILITY CORPORATION

The North American Electric Reliability Corporation ensures the reliability of the bulk power system in the

U.S. and is divided into eight regional entities. Membership in the regional entities is comprised of individuals
from investor-owned utilities; federal power agencies; rural electric cooperatives; state, municipal and provincial
utilities; independent power producers; power marketers; and end-use customers.

THE ISO/RTO COUNCIL

The ISO/RTO Council (IRC) is an industry organization founded in 2003 and is comprised of ten Independent
System Operators and Regional Transmission Organizations in North America. The IRC works collaboratively to
develop effective processes, tools, and methods for improving competitive electricity markets across the U.S.

. International Issues

Cross border fuel delivery issues may arise with Canada and Mexico. Border states may have organizations
designed to deal with these issues. The DOE can also assist with cross border energy issues.
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IU. PRINCIPAL STRATEGIES FOR MANAGING ENERGY SHORTAGES

There is no perfect formula for drafting an energy assurance preparedness plan or implementing a response to an
emergency. This section suggests the basic pieces of information planners should obtain and suggests key considerations
needed for a successful response.

A. FINDING INFORMATION

These guidelines contain many references for updating an energy assurance preparedness plan. A good place to begin is
in Appendix A, which contains NASEO’s list of ten basic things needed for dealing with energy emergencies. In addition
Appendix H References and Resources have a number of references to additional planning documents and guides.

Within that short guide, and elsewhere in these guidelines, the importance of ongoing energy supply monitoring is
stressed. This means remaining abreast of data on the Energy Information Administration website pertaining to the state
and maintaining contact with representatives from the state’s principal energy companies and suppliers. OE and EIA are
valuable sources of information for state energy officials and their staff.

In order to obtain information, it is critical to establish a liaison with other agencies that have responsibilities in this area,
such as the public utility commission and emergency management agency. It is also important to maintain contact with
state petroleum-related associations as a valuable source of information. Having working relationships with people in the
industry can provide a valuable “heads up” in many cases.

Participation in DOE/OE sponsored meetings, such as both the Winter and Summer Fuels Outlook conferences will also
help state officials remain up-to-date on seasonal energy markets.

B. ENERGY EMERGENCY ASSURANCE COORDINATORS SYSTEM

OE maintains a password-protected Energy Emergency Assurance Coordinators (EEAC) website through which authorized
state energy emergency coordinators may access valuable energy security information, including daily news summaries,
emergency situation reports, lessons learned from other states, links to outage and curtailment information, and th